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Abstract. The scope of Web-enabled eHome services covers both automated
homes and automated industry facilities. Web-enabled eHome services provide
a fully integrated view onto distributed systems comprising automated homes,
back-end systems of providers, communication protocols, and services which
make distribution aspects transparent. Future platforms should make the develop-
ment and deployment as easy as achievable. Access should be possible by the way
of all communication devices (e.g. desktop computers, PDAs, mobile phones) and
all communication networks. Also, all appliances, ubiquitous devices, and their
networking protocols have to be supported.
Generations of Web-enabled eHome services have been developed based on pro-
prietary hard- and software. Today, an extensible and modular platform is re-
quired for forward-looking design and implementation of such services. One of
the main requirements is, that the developed system is maintenance-free and the
system brings itself in an operable condition. For setup tasks, both the end-user
and a remote operator should be able to execute necessary steps.
It can be observed that services build up hierarchies. We propose a 3-layer system
structure, which can be taken to account in system design. Software components
grouped by service layers can then be realized in order to implement concrete ser-
vices. Based on the OSGi platform, we have developed sample services. Gained
experience is used for verification of our assumptions. Summarizing, we propose
a cookbook for convenient development and deployment of services of the de-
scribed nature.

1 Introduction

In this paper we will take a look at the interior of connected homes, which build up
complex IT systems. The building blocks of such systems are electronic devices, net-
works, andservices, which empower the user to interact with his environment. Objects
in the environment can be the room itself, the building, other persons, and information
from outside. Talking about services, we mean any piece of software, which is executed
in a networkedenvironment, making usage and administration of pervasive appliances
easier.

The scenario is illustrated in figure 1: The connected home on the right-hand side of
the drawing is equipped with aresidential gateway, a hardware device, which provides
access to connecting infrastructure (e.g., X.10, EHS, Lon, Jini) and acts as runtime



environment for theservice gateway. The service gateway manages and runs certain
software components. These services realizeWeb-enabled eHome services, which are
these visible to the users. In our work, we focus on the domains of Security, Consump-
tion, and Infotainment. The services in these domains are based on certain equipment,
as some examples are shown in the figure: an alarm system depends on cameras, motion
detectors, and lamps or sirens. Monitoring and optimization of energy consumption can
be realized by the use of ammeters, photo sensors, thermometers, the heating systems
and so on. Elements of the infotainment domain can be incorporated for audio-based
and video-based interaction. The communication backbone is an IP-based platform,
including a distributed extension. With this extension, internal and external communi-
cation can be handled equivalently. Beside direct interaction with devices in the house,
interaction with the eHome system based on personal computers, PDAs, and mobile
phones is realized. Service providers are connected to the systems via the distributed
IP-based platform to provide digital content, applications, and services.
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Fig. 1.Scenario

The extension of eHome systems to be connected to the outside world, is crucial for
reasonable solutions. It has been shown, that many services profit from knowledge base
systems that are maintained by service providers and offer immaterial goods [1]. These
providers do not get directly into contact with customers. They merely communicate
with one dedicated company in the role of the one and only service provider. Other com-
panies interact and provide services, management data, and specific databases. They act
as a virtual enterprise [2]. This stands in contrast to many other solutions: Though they
provide network access, the supported functionalities is most often restricted to remote
controlling single devices.



In this scenario, we make use of several technologies: First, we use communication
networks for remote access. Second, we use a gateway to access devicesacrossproto-
col boundaries, as we think of many devices working together in a networked environ-
ment. One often mentioned problem is the existence of many established home automa-
tion standards. While several papers address this topic, we use a standardized gateway
as the nerve center of our solution, namely the standard defined by the Open Service
Gateway Initiative (OSGI, [3]). The specification introduces a component-oriented ap-
proach, which becomes manifest in bundles. The usage of the open service gateway
enables an abstract, almost protocol-independent view onto the different home automa-
tion protocols used. We are more interested in the mechanisms ofservices, rather than
in the mechanisms ofserving.

In this paper we will describe a new view on component-based development of
Web-enabled eHome services. We target the following problem: There is an adequate
framework for the development of state-of-the-art Web-enabled eHome services, but
there is no knowledge about the system and service structure and its architecture in
detail. We will propose an enhanced framework, which incorporates several established
design ideas and show how thiscookbookmakes system architects’ and developers’ life
easier.

At Department of Computer Science III at Aachen University of Technology, tools
for supporting development processes have been built for software engineering [4], me-
chanical engineering, chemical engineering, process control, telecommunication sys-
tems, authoring support, and eHome systems. We derive tools automatically from spec-
ifications, using the PROGRES system [5] for specification development, a code gen-
erator for producing code out of the specification, and the UPGRADE visual frame-
work environment [6] into which the code is embedded. The resulting tools are efficient
demonstrators for proof of concept purposes. The basis for this work is our research on
software architectures in the above application domains.

The paper is structured as follows: in section 2 we will discuss the general require-
ments for useful services that are accepted by customers and are therefore successful in
market. Then related work is classified and the current state-of-the-art is shown. Sec-
tion 4 gives an in-depth description of our approach. We will give insights of our service
development, which is based on a project carried out within research and industry co-
operation. The results of the different development cycles are discussed in section 5. In
the last section, we summarize our results and give an outlook for future work.

2 General Requirements

Home automation promises new comfort and useful services in everyday life. These
services will take place where today we find ubiquitous appliances. From users’ point
of view, services should be at least as easy in use. From developers’ point of view,
differentappliances and technologiesexist, which have to be integrated. This imposes
specific requirements on the development of services in the area of home automation.

Home automation aims at mass markets. Therefore, technical background can not
be expected from users. Mainly users will expect trivialplug-and-playfrom home au-
tomation appliances as they do from their legacy pendants. This leads to the demand



for self-configuringand maintenance-freesystems, which seems to be an infeasible
step. All details of a home, where each device is connected to each other, can not be
specified in advance. So, some configuration and setup will always be a manual task
done. On the other hand, home automation can not require technicians come to the
user’s home to integrate any kind of devices to home networks.

Talking about Web-enabled eHome services, we are talking about homes or facili-
ties connected to external communication and data networks (at least temporarily). We
recommend eHome services designed to beremote-configurable. This seems to be fairly
more realistic, where configuration tasks can be left after installation. If a service does
not install and configure itself automatically and a user can not do it on her own, he can
call her service provider to remote access her eHome system and do necessary setup. Of
course, this implies special mechanisms to keep Web-enabled eHome service’ssecurity
and integrity. User should be able to determine and monitor who may virtually access
her eHome system. Privacy of eHome must not be compromised by new comfort.

Connecting home area networks with communication and data networks provides
potential for many service ideas. Up to now, service remote configuration is the most
popular. Furthermore, user may access her eHome using different communication and
data networks. Appliances can be controlled from any place (e.g., the office) using a
browser and the Internet. The owner of a eHome may determine and change state of his
alarm equipment with the Wireless Application Protocol (WAP [7]) and mobile com-
munication networks using his mobile phone. Or in case of an alarm, the alarm equip-
ment sends a multimedia message (e.g., MMS [8] or eMail) to the owner of an eHome,
who will receive the message with his mobile phone wherever he is. But Web-enabled
eHome services may also interact on their behalf with other data and communication
network services making value-added services possible.

Summarizing, developing Web-enabled eHome services does not only mean to ex-
plore and realize consumers’ needs and wishes. Realizing eHome services, special re-
quirements have to be met. First, our eHome system should be connected with different
communication and data networks. Second, as new needs arise by users, new appliances
or new services emerge, our system should be extensible with services, respectively.
Third, eHome appliances need a way to communicate. At present, home automation
standards and technologies have been extremely fragmented. To cope with that, either,
a standard has to be accepted, which encompasses all existing technologies, or we need
a modular and extensible system to integrate existing technologies. The latter would
facilitate developing applications, which use modules implementing existing protocols
and appliances, which overcome the differences on syntactical and semantical level.
Later on we will discuss this topic in more detail.

Decoupling of services from underlying infrastructure is based on abstraction from
the infrastructure itself. A Web-enabled eHome service should rely on types of devices,
instead of specific devices and their proprietary implementation. For example, an alarm
system should be able to integrate any motion detector or device which is able to de-
tect motion (e.g., cameras), instead of being tightly bound to a vendor-specific motion
detector. Taking the back-end systems into account, a Web-enabled eHome service is
not only a piece of software executed on the service gateway. AWeb-enabled eHome



serviceis thewholeness of services a user experiences. The solution has to ease the
realization of distributed systems, which do not impose any further burdens to users.

Following the approach of a modular and extensible system, we find useful con-
cepts incomponent-based software development. Current component technologies rely
on an infrastructure, which allows communication between registered components [9].
Applied to eHome service development, each component implements an appliance or
network protocol. These components act as proxies, representing an appliance or a net-
work protocol, respectively. This leads to the integration of existing and upcoming stan-
dards and technologies at a higher level, where appliances communicate by means of
the component technology’s infrastructure not using a specific protocol.

Beyond, component-based software development has advantages, which can be
turned to account developing eHome services. We expect software engineering bene-
fits and economic benefits from component-based software engineering mainly through
software reuse. Previous paragraph described an example with a proxy, which would
be a Web-server component. Other components could register their static or dynamic
resources using the HTTP-proxy interface. Rigorous separation of interface and imple-
mentation and the non-existence of side-effects is a paradigm inherent in component
technologies. Thus, components providing necessary implementation of an appliance
or protocol from third-parties may be used reducing time-to-market of new eHome ser-
vices.

Furthermore, new devices and protocols can easily be integrated. We can not figure
out to which technology electric and electronic systems will converge. Most probably,
actual situation will continue and different technologies and standards will coexist. But
as new appliances or home automation technologies emerge, they may be incorporated
using the approach of a modular and extensible system architecture. Either, a compo-
nent has to be developed or a component can be used off-the-shelf, implementing the
technology or appliance functionality, respectively. As new user needs and wishes will
be explored, services satisfying these may be developed simply bycomposingexisting
service components.

Building eHome services, we use components’ functionality through the interfaces
provided. Any component captures and hides details of its knowledge about a special
device or technology within its implementation. Thus, a component-based approach
developing eHome services permits to concentrate on service logic, keeping details of
used appliances or protocols unconsidered.

Based on the concept of residential gateway, theopen service platformspecified
by OSGi [3] describes an approach, which supports extensible development of Web-
enabled eHome services integrating existing and upcoming technologies. The open
services gateway comes with an infrastructure that lets registered components retrieve
other components and invoke their services. This infrastructure, sometimes referred
to as a component model, is common among component infrastructure technologies
(e.g., OMG CORBA [10], Sun EJB [11], Microsoft DCOM [12]). It builds the founda-
tion for component-based software engineering. Thus, an approach based on the OSGi
service platform enables component-based development of Web-enabled eHome ser-
vices.



3 Related Work

A wide variety of different technologies competing for the emerging home networking
market has been developed and evolved. While we are looking for a solution that en-
ables communication of appliances and devices, to date, home networking technologies
have been fragmented addressing particular application domains. Attempts exist to pro-
vide a generic framework that permits integration of different appliances and network
protocols. We will give a brief overview in this section.

Different home networking technologies exist, e.g. Bluetooth, CEBus, EHS, Lon-
Works, HAVi [13–17]. They describe higher-level protocols built on top of a physical
media and its lower-level protocol. Each addresses a specific domain. Using different
physical media and protocols, it is obvious that devices may not inter-operate across
technology boundaries. Thus, stand-alone solutions will not be successful.

Other technologies attempt to be more generic and independent of any physical
media defining a common framework enabling all compliant devices to inter-operate.
Jini [18] uses Java APIs to enable a device to join a Jini federation and propagate its ser-
vice without any setup. Other devices in the Jini community can look up and discover
the service.UPnP [19] uses IP networks to let devices discover, utilize and control
other devices. The services a device provides and how they are controlled is described
by XML-encoded messages.AutoHAN[20] has much in common with UPnP. Through
the use of an XML-based service registry, it is not bound to any one API. These ap-
proaches impose particular hardware requirements to its devices, to run software mod-
ules of specific technologies. Some devices can not satisfy these particular hardware
requirements, why a concept of proxy objects is introduced. Each resource-constrained
device is thereafter connected with a performant device that runs the proxy object.

TheCableHomespecification [21] proposes an extension to cable modems to enable
the execution of services with respect to IP-based communication, security aspects,
and quality of service (QoS). While the extension of legacy installations (e.g., cable
modems, telephone systems) is reasonable, the efforts of the specification are in the field
of IP routing and ensurance of QoS. The integration of device drivers and applications
is not tackled. CableHome technology could be used as the communication backbone
for the distributed IP-based platform.

The open services gateway initiative (OSGi) specifies a set of open-standard soft-
ware application interfaces (APIs) for building open-service gateways on top ofresiden-
tial gateways. The residential gateway describes an universal appliance that interfaces
with internal home networks and external communication and data networks. Similar
to a data network gateway, a residential gateway is equipped with interfaces to differ-
ent physical media and provides conversion between protocols. It represents a concept,
which lets different networks communicate transparently. This leads to a wide support
of various standardized technologies, as depicted in figure 2.

The OSGi gateway (see figure 3) resides within a Java runtime environment, which
offers the well-known features of Java. The core component is specified as theOSGi
service framework, which acts as a container for service implementations. This envi-
ronment includes a Java runtime with life cycle management, persistent data storage,
version management and a service registry. Services are Java objects implementing a
concisely defined interface. Services are packaged withinbundles, which register zero,
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Fig. 2.OSGi and Related Standards

one or more services within the framework’s service registry. Bundles contain services
implemented in the Java programming language, a manifest file describing import and
export aspects, and additional implementation-specific libraries. Bundles can be de-
ployed and undeployed during runtime, while the information in the manifest file en-
sures the integrity of the system. Security aspects are handled as well. As the figure
shows, a bundle is not restricted to rely on functionality offered by the framework,
it can profit from every layer below, i.e. native functionality offered by the operating
system and the hardware. This stands in contrast to layered approaches in software en-
gineering, but allows the realization of bundles for any protocol. To ensure a minimal
common set of functionality, certain bundles are standardized (e.g., theLog bundle for
logging and theHTTPbundle for user interface purposes).

Central to the OSGi specification [3] is theservice frameworkwith a service reg-
istry. Components register their services at the service registry where other applications
may retrieve and use them. Based on the concept of residential gateway, the open ser-
vices gateway specification describes an approach that permits coexistence of and inte-
gration with multiple network and device access technologies. In addition, components
may be added implementing new technologies as these emerge. Interaction is enabled
via Java interfaces, without relying on proxy objects. While other systems -like Jini- are
decentralized, the OSGi approach is a centralized system, which simplifies the mainte-
nance of the system.

The specification provides a concise and consistent programming model for Java
bundle development, simplifying the development and deployment of services by de-
coupling the service specification (i.e., the Java interface) from its implementation.
Therefore, developers of applications and services only need to know about the ser-
vices’ interfaces. This approach is well known in component-based software develop-
ment. By separating a component’s interface from its implementation, we follow the
goal of loosely coupled service components. Service implementations may be modi-
fied without taking effect on client applications as long as they obey to their interface
specification.
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As we have seen, to date, there is no adequate home automation standard, which
meets our requirements (cp. sec. 2). Each proposed standard is focused on one applica-
tion domain or dependent of a proprietary infrastructure. Not rarely, approaches impose
certain hardware requirements on devices, which not always are able to meet that. Thus,
an approach incorporating a central processing unit seems feasible. The features of the
open service platform come quite close to our requirements. For this reason, we choose
the open service gateway platform (OSGi) as a basis for our approach.

4 Basic Approach

This section deals with our proposed approach to overcome the posed problems. As
stated, we use an OSGi-conform service gateway as a basis for our solution. This
gives a quite complete component model of basic infrastructure services and makes
an additional component-based development easy and naturally. Furthermore, the de-
vice access mechanism provided by OSGi allows effective usage of the service registry,
because devices are represented by services, too, and are discovered and represented
within the framework automatically.

Following the idea of OSGi, each and every Web-enabled eHome service resides
within a bundle not crossing the bundle boundaries. The deployment is fail-safe, be-
cause each bundle comes with a manifest describing the dependencies and require-
ments, restrict to the direct neighbors (1-context). Also, the mechanisms of the service
gateway can be used for deployment during operation. This does not interfere with
executed services (services are hot-pluggable). After installation, new services are an-
nounced via the service gateway and its message subsystem.



Each bundle may provide its own configuration user interface (UI) utilizing the
(specified) HTTP-service. Besides that, for configuration data get- and set-methods are
provided in order to be direct accessible from other bundles and components. The con-
figuration data is of course isolated within the bundle. A third way for configuration
tasks can be realized: by implementing the interfaceManagedService, bundles can be
remotely configured by the moduleConfiguration Admin, which is specified by OSGi,
too. Configuration data are encapsulated inProperty objects.Configuration Admin acts
as a mediator. With that, basic configuration in terms of adjustments of properties can
be realized.

Relevant for service and component development are two questions. Talking about
component-based development, it is a design prerequisite to choose between (a) special-
ized components, which can not be used in other contexts, and (b) generic components,
which can be used several times, but always with modifications necessary [22]. Ap-
plied to service development based on OSGi, the task is to strike the balance between
insulation and sharing among bundles, which means that there is no reuse of basic com-
ponents [23].

Fig. 4.Layered Service Architecture

In our dedicated approach for Web-enabled eHome service development, we pro-
pose a3-layer system structure, shown in figure 4. The lowest level comprises compo-
nents mirroring functionality of native devices and network protocols. We named this



layernative device and protocol layer. The middle layer is called thedevice layer. There
the representations of device and protocols asservicesreside. These components wrap
details visible at native device and protocol layer. This is also known as an structural
design pattern calledfacade[24]. From an outside point of view, we have now an ab-
stract view on the basis, the device infrastructure. OSGi’s device access technology is
integrated into both lower and middle layer, enabling to reflect the dynamic aspects of
the eHome system. Seamless integration of device access and protocol drivers provide
means to reflects thedynamic of the system.

To meet the requirement of focusing on functionality instead of devices, we abstract
from vendor-specific and device-specific implementations and used network infrastruc-
ture. We introduce interfaces for types of devices, which reflect a well-understood com-
mon functionality of devices. To incorporate existing technologies and devices, the
specific interface has to be adjusted to the abstract interface. This enables the easy
introduction of arbitrary devices and their implementations into the proposed system
architecture.

The highest level provides room for sophisticated Web-enabled eHome services.
These are the components developed by programmers, who now do not have to deal
with device infrastructure details. They can concentrate on the abstract services, their
functionalityand requirements. Worth mentioning is, that services can not only be de-
veloped by turning lower levels to account, they can be build by composing high-level
services, too. This brings developers in a quite comfortable position.

As an important design guideline a basic approach from component-based software
engineering must be applied. Designing the architecture of eHome services must ob-
serve that dependencies between components may be described as a directed, acyclic
graph. This enables services to be realized incrementally. Otherwise every part has to
be realized to make it run. Beyond, the structure follows a logical design and becomes
more easy to maintain.

In our approach, there is no need for generic bundles, which act as a container for
traditional object-based realizations. Though there are approaches in this direction like
Java Dynamic Management Kit [25], we think that this would be unnatural and makes
the component-based basis nearly senseless. The separation of concerns is expressed by
the bundle boundaries. Only basic services are shared among bundles, specialized tasks
are captured within bundles.

The proposed layered system architecture describes a model for partitioning and
integration of Web-enabled eHome services. With this model, a structure is introduced,
which separates the application logic of Web-enabled eHome services from infrastruc-
ture details.

5 The Real World

Foregone we had a development cycle of Web-enabled eHome services based on a
proprietary platform. Gathered experiences rose needs for a modular and extensible
system. Therefore, extensibility had been identified as a must to integrate other home
automation technologies and incorporate upcoming devices and services. Starting from
the OSGi platform, the goal has been to gather experiences with a component-based ap-



proach redesigning services that had been developed based on the proprietary platform.
Because of few experiences with component model, framework, and specified services
of the OSGi service platform, a prototyping process has been chosen. The prototyping
process has been applied to two development cycles. Within first development cycle,
the servicePowerImagehas been developed. PowerImage is an imaging service, which
provides access to imaging devices and offers additional functionality (e.g., an image
archive). Within second development cyclePowerSafehas been developed. PowerSafe
utilizes PowerImage, sensors (e.g., motion detectors), actors (e.g., lamps and sirens),
and an eMail service to realize an alarm system. With two development cycles, infor-
mation gathered from the first can be applied to the second. Possible design mistakes
can be adjusted.

From external view,PowerImageandPowerSafeappear as two services. Following
our basic approach, these two services consist of three components. Figure 5 illus-
trates the identified structure. The servicePowerImageis described by aPowerImage-
Device interface. This interface builds the facade to different picture grabbing devices,
i.e. web-cams from different manufacturers and different device access technologies.
There is no componentPowerImage as might be expected.PowerImageDevice provides
all functionality of the servicePowerImage. The representation completes the service
implementation.

Fig. 5.Structure of PowerImage and PowerSafe according to Basic Approach

PowerSafe is the second component, that represents an alarm system. Different
cameras can be connected to the alarm system. The componentPowerSafe is placed
at the service layer. It makes use of a third component calledPowerSensorDevice.
PowerSensorDevice is the second device facade at the device layer. It hides details of



underlying sensors (e.g., motion detectors, cullet sensors, and fire detectors). Different
sensors may be connected to the alarm system and send notifications to it in case an
event occurs.

The separation ofPowerSafe andPowerSensorDevice reflects our approach of dis-
tinguishing device layer and service layer.PowerSafe represents an alarm system com-
posed of different devices. In contrast,PowerSensorDevice represents a generic inter-
face for different sensor devices. They may be used in other contexts than alarm sys-
tems, e.g.Service A (see figure 5) could be another service usingPowerSensorDevice
to switch on lights.

For development of PowerImage and PowerSafe a test bed was needed. USB web-
cams have been chosen asPowerImageDevices. X.10 motion detectors have been cho-
sen asPowerSensorDevices. A personal computer running Linux is used as residential
gateway running an implementation of the OSGi service platform. The web-cams are
directly connected at the USB-ports. X.10 devices are accessed through a X.10 module,
that is plugged in a power socket and connected with the residential gateway’s serial
port.

For a deeper understanding of the three layers, we will describe them in detail in the
next subsections.

5.1 Native Device and Protocol Layer

The introduction of device layers follows concepts of the OSGi platform. The OSGi
Device Accessspecifies a common concept for management and automatic detection
of devices in an OSGi environment. By the use of Device Access, a device service is
automatically registered at or removed from the service registry as a device is attached
to or disconnected from the residential gateway.

Base driversprovide the lowest-level representation of physical devices. Therefore,
we associate them to the native layer. They detect if a device is connected to or re-
moved from the residential gateway. Respectively, they register a generic device of the
corresponding device access technology.

Device services registered by base drivers encapsulate implementation details of
specific devices. They come with an API to access the functionality they provide.

Beyond device services, network services are located at the native device and pro-
tocol layer. Like device services, they provide an API hiding protocol details from their
clients. For example, figure 5 shows USB as a device access technology and Lon, X.10,
and EHS as home networking protocols at the native device and protocol layer.

5.2 Device Layer

OSGi Device Access specifies another category of drivers, the so calledrefining drivers.
After a generic device service for a newly detected device has been registered, the OSGi
environment searches for refining drivers. Each refining driver found is questioned, if
it provides a refined service representation for the generic device. If the refining driver
can match the generic device, it registers a refining device service in the OSGi environ-
ment. This refinement process is repeated until no other matching driver is found. To
determine the process, a ranking is used to identify the best match.



Following the basic approach, refining drivers are located at the device layer. Base
drivers are packaged within components of native device and protocol layer. Refining
drivers are packaged together with interfaces and implementations they know from de-
vice layer (e.g.,PowerImageDriver is bundled with the interfacePowerImageDevice and
the implementing classPhilipsWebCam).

We used a USB web-cam for development ofPowerImage. Normally, a USB base
driver is a component that could be used off-the-shelf. But no USB base driver bundle
could be found that was applicable. Therefore, a USB base driver had been developed,
wrapping an available Java USB API. This driver registers generic USB devices within
the OSGi environment as new USB devices are plugged in at the residential gateway.
After that, the refining drivers are invoked by Device Access, i.e.PowerImageDriver
is invoked. This driver has knowledge about the classPhilipsWebCam, which is an
implementation of the interfacePowerImageDevice and at the same time is a refined
view of a generic USB device. This way aPowerImageDevice is registered at the OSGi
environment without requiring additional configuration.

The OSGi environment provides notifications to inform interested components about
occurring environment events. OSGi specifies three kinds of events:FrameworkEvent,
BundleEvent andServiceEvent. The OSGi environment propagatesServiceEvents, when
services are registered at and unregistered from the OSGi service registry and when ser-
vice properties have changed. Base drivers remove the generic device, if the correspond-
ing device is removed from the OSGi environment. Therefore, the event mechanism can
be used to unregister refining devices, if the corresponding generic device is unregis-
tered.PowerImageDriver listens for service events, so it can unregisterPhilipsWebCam
objects it registered before.

The componentPowerSensor developed within the second development cycle uses
X.10 motion detectors. We used an OSGi-based X.10 component that implements the
X.10 protocol. X.10 devices do not provide a discovery mechanism. Therefore, we
choose an alternative proposed by the OSGi specification: we developed a Web-front-
end for management and configuration of X.10 sensors. Through the use of Web-based
user interfaces, X.10 motion detectors can be registered at, configured for, and removed
from the OSGi environment.

5.3 Service Layer

The servicePowerSafe is located at the service layer. First, because it represents an
abstract view of an alarm system and does not represent a device connected with the
residential gateway. Second, it is a service build by composing components from de-
vice layer. With our realization of an alarm system, differentPowerImageDevices and
PowerSensorDevices can be connected.

In contrast to traditional library-based software environments, the OSGi service
platform is rather a dynamic runtime environment [23]. During run-time, services used
by other services may come and go. Especially, as PowerSafe is composed of services
from device layer, these may appear and disappear during runtime, as devices are con-
nected or disconnected. Therefore, the patternServiceMonitor[23] has been used and
has been further extended.



ServiceMonitors encapsulate dynamics of an OSGi environment using the event
mechanism. Clients within a component do not use services from other components
directly. They use external services through a ServiceMonitor, which manages the cor-
responding service reference. Beyond, the utilization of ServiceMonitors has been ex-
tended to manage tasks within a component when specific events occur. For example,
servlets generating the UI are automatically registered after the HTTP-service becomes
available.

5.4 Lessons Learned

Basically, the OSGi service platform meets our basic requirements for development of
Web-enabled eHome services. Beyond, its framework provides services useful for coop-
erating components. Developing PowerImage and PowerSafe, we gathered experiences
with development of Web-enabled eHome services.

While some technologies provide a discovery mechanism, some do not. The lat-
ter does not allow to detect connected devices automatically. Thus, maintenance-free
systems are rather unrealistic, if legacy home automation technologies should be inte-
grated. We identified a feasible alternative by the use of browser-based HTML-user-
interfaces. If user does not cope with setup, operators may access the system remotely
and configurePowerSensorsDevicesfor example.

TheConfiguration Admin Servicespecified from OSGi describes how operators can
set configuration data of deployed components. Configuration data are stored persis-
tently so they can be retrieved after the OSGi runtime-environment is restarted. Un-
fortunately, it allows only character strings to be used. If necessary, this can be drawn
aside by using Java serialization [26]. But the trade off between design advantages and
an approved configuration admin service implementation has to be evaluated.

Regardless, the OSGi environment meets our requirements for development of Web-
enabled eHome services. Beyond it, the OSGi service platform provides mechanisms
that support our basic approach, while the layered architecture reaches software engi-
neering goals.

6 Summary & Conclusion

We have shown, that by using our approach the required design efforts can be split into
handy tasks. Once infrastructure questions are answered, the design and development
process can go one step further. The abstract view of the component model and ba-
sic services gives not only room for free thinking, it contributes to the tasks of saving
investments by making reliable, approved, and maintainable solutions possible. The de-
scribed development of the servicesPowerImage andPowerSafe reaches the described
goals.

As other approaches (e.g., Jini) identified the update and maintenance tasks as a se-
vere problem, we do feel confident, that the proposed 3-layer system structure reflects
reasonable levels of abstraction. These levels can be associated with different roles,
e.g. the native device and protocol layer can be maintained by manufactures or orga-
nizations for standardization. Components at the device layer will usually be provided



by service gateway providers. Components at the service layer will be provided and
marketed by service providers. Each layer has a clear-cut interface, so every compo-
nent of a certain layer can be exchanged and new ones added without destroying the
operable condition of the service gateway. The proposed architecture focuses on the a-
priori design phase and the reegineering of Web-enabled eHome services. Third party
services can be incorporated by the means of OSGi or the distributed IP-based service
platform [27].

Thus, the described solution brings together the benefits of the OSGi open services
gateway and of component-based software engineering. We proposed guidelines, how
sophisticated systems of the described nature can be build. Following this idea, we
expect that new abstract services can be composed by other service’s implementations.
Through the deployment features of the service gateway, installation and setup is nearly
as easy as plugging in an appliance. We expect an eased realization of Web-enabled
eHome services, which are (a) remote-accessible, (b) remote-configurable, (c) remote-
maintainable, (d) safe and secure, (e) fail-safe, (f) affordable, and (g) incorporating
existing devices and infrastructures.

Based on the current development, several areas of future work have been identified.
First, basic services may be identified to provide designers and developers a complete
set of instruments. It has be to clarified, which of them should be proposed as an en-
hancement of the OSGi specification. Second, there are security issues. Monitoring of
access and associated evaluation, placement and extent of personal data and configu-
ration data are topics of interest crucial for the success of such systems. Furthermore,
concurrency and synchronization of data has to be researched. A more sophisticated
approach for dealing with arbitrary data in such systems is currently being developed.
Third, the dependencies between gateways and back-end systems have to be examined.
Furthermore, it has to be evaluated, in which other domains the results gathered can be
applied.
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